
Methods and tools for design time and runtime formal analysis of
security protocols and web applications

Marco Rocchetto

REsearch Group in Information Security
Department of Computer Science

University of Verona, Italy

Verona, May 8, 2015

M.Rocchetto PhD Thesis Verona, May 8, 2015 1



1 Introduction

2 Design time security verification
History
Security Protocol interpolation Method (SPiM)
Example
The SPiM tool

3 Runtime security verification

M.Rocchetto PhD Thesis Verona, May 8, 2015 2



Outline

1 Introduction

2 Design time security verification
History
Security Protocol interpolation Method (SPiM)
Example
The SPiM tool

3 Runtime security verification

M.Rocchetto PhD Thesis Verona, May 8, 2015 3



Introduction - What

What

Formal techniques for the verification of:

security protocols
web applications

Design time: SPiM, protocol verification using Craig
interpolation as a speed-up technique

Runtime: Formalization of web applications (major EU bank)
searching for CSRF
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Introduction - Why

Verification

protocol/webapp verification:

difficult & error-prone
state space explosion (DY)

Interpolation

good results in sw verification:

can we use interpolation with protocols?
can we use interpolation with DY?

Web applications

good results with formal verification of protocols:

can we use it with web applications?
can we use the DY or a specific web intruder?
how can we model a webapp?
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Interpolation, once upon a time

William Craig, UC Berkeley Logic
Group picnic 1977.

William Craig, “Three Uses of the Herbrand-
Gentzen Theorem in Relating Model Theory and
Proof Theory”, The Journal of Symbolic Logic,
1957

Craig interpolation
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Interpolation, once upon a time

William Craig, UC Berkeley Logic
Group picnic 1977.

William Craig, “Three Uses of the Herbrand-
Gentzen Theorem in Relating Model Theory and
Proof Theory”, The Journal of Symbolic Logic,
1957

Craig interpolation

In FOL, if α ∧ β is inconsistent, then there exists ı̂ s.t.

α implies ı̂

ı̂ implies ¬β
L(̂ı) ∈ L(α) ∩ L(β)
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Interpolation, 53 years later

Kenneth McMillan, somewhere in Japan

Kenneth L. McMillan, “Lazy Annotation for
Program Testing and Verification”, Computer
Aided Verification, 2010

IntraLA - for sequential programs
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Interpolation, 53 years later

Kenneth McMillan, somewhere in Japan

Kenneth L. McMillan, “Lazy Annotation for
Program Testing and Verification”, Computer
Aided Verification, 2010

IntraLA - for sequential programs

Init - initialize the graph

Decide - performs symbolic execution

Learn - calculates interpolants

Conjoin - backward if DFS is not leading to a goal
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Interpolation, 53 years later

Kenneth McMillan, somewhere in Japan

Kenneth L. McMillan, “Lazy Annotation for
Program Testing and Verification”, Computer
Aided Verification, 2010

IntraLA - for sequential programs

Successfully applied in formal methods for model checking
and test-case generation for sequential programs

Unsuitable to the direct application for security protocols:

sequential programs only
no intruder logic
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SPiM tool structure

∀X

X
1

…
 

X
n

Theories

SPiA

Z3
iZ3

Tools

Verdict

quantifier
elimination

DY

EUF

ASLan++

entity A{
...
}
entity B{
...
}

output

Java
Java

--SiL--

A A

G

Translator

ASLan++2Sil

VE

input

Source code and case studies available at
http://regis.di.univr.it/spim.php
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Running Example

Needham-Schroeder Public Key (NSPK) protocol

A→ B : {NA,A}pk(B)

B → A : {NA,NB}pk(A)

A→ B : {NB}pk(B)

Man-in-the-middle attack

A→ i : {NA,A}pk(i)

i(A)→ B : {NA,A}pk(B)

B → i(A) : {NA,NB}pk(A)

i → A : {NA,NB}pk(A)

A→ i : {NB}pk(i)

i(A)→ B : {NB}pk(B)
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Running Example

Needham-Schroeder with Lowe’s fix (NSL) protocol

A→ B : {NA,A}pk(B)

B → A : {NA,NB ,B}pk(A)

A→ B : {NB}pk(B)
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Input

∀X

X
1

…
 

X
n

Theories

SPiA

Z3
iZ3

Tools

Verdict

quantifier
elimination

DY

EUF

ASLan++

entity A{
...
}
entity B{
...
}

output

Java
Java

--SiL--

A A

G

Translator

ASLan++2Sil

VE

input

Why ASLan++?

strong background (AVANTSSAR)

high level language (similar to Java)

made for protocol analysis, one can specify:

entities as parallel processes
communication between entities
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output

Java
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--SiL--

A A

G

Translator

ASLan++2Sil

VE

input

ASLan++ NSL Code example

Alice(Actor,B:agent){

 Na:=fresh();
 Actor->B:{Na.Actor}_pk(B);
 B->Actor:{Na.?Nb.B}_pk(Actor);
 Actor->B:{Nb}_pk(B);

}

Bob(Actor,A:agent){

 ?->Actor:{?Na.?A}_pk(Actor);
 Nb:=fresh();
 Actor->A:{Na.Nb.B}_pk(A);
 A->Actor:{Nb}_pk(Actor);

}

        Instantiation:

       Alice Bob
(1)     a   i
(2)     i     b

Goal:
Bob authenticates Alice
-------------------------------
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Control Flow Graph and Intruder Actions

∀X

X
1

…
 

X
n

Theories

SPiA

Z3
iZ3

Tools

Verdict

quantifier
elimination

DY

EUF

ASLan++

entity A{
...
}
entity B{
...
}

output

Java
Java

--SiL--

A A

G

Translator

ASLan++2Sil

VE

input

IntraLA algorithm designed for sequential programs
(K. McMillan. Lazy annotation for program testing and verification. CAV’10)

To apply (a modified version of) IntraLA to security protocols,
we define a translation of a specification of a protocol P for a
given scenario into a sequential non-deterministic program
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From parallel to sequential

Alice := a,Bob := i

1.1) Alice.Actor := a;

1.2) Alice.B := Y_1;

1.3) IK := {a,b,i,pk_a,pk_b,pk_i,pk_i^-1};
1.4)

1.5) Alice.Na := c_1;

1.6) IK := IK + {Alice.Na,Alice.Actor}_pk(Alice.B);
1.7)

1.8) if (IK |- {Alice.Na,?Alice.Nb,Alice.B}_pk(Alice.Actor))
1.9) then

1.10) Alice.Nb = Y_2;

1.11) else

1.12) end

1.13)

1.14) IK := IK + {Alice.Nb}_pk(Alice.B);

Alice(Actor,B:agent){

 Na:=fresh();
 Actor->B:{Na.Actor}_pk(B);
 B->Actor:{Na.?Nb.B}_pk(Actor);
 Actor->B:{Nb}_pk(B);

}

Bob(Actor,A:agent){

 ?->Actor:{?Na.?A}_pk(Actor);
 Nb:=fresh();
 Actor->A:{Na.Nb.B}_pk(A);
 A->Actor:{Nb}_pk(Actor);

}
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From parallel to sequential

Alice := i ,Bob := b
2.1) Bob.Actor := b;

2.2) IK := {a,b,i,pk_a,pk_b,pk_i,pk_i^-1};
2.3)

2.4) if (IK |- {?Bob.Na,?Bob.A}_pk(Bob.Actor))
2.5) then

2.6) Bob.Na = Y_1;

2.7) Bob.A = Y_2;

2.8) else

2.9) end

2.10)

2.11) Bob.Nb := c_1;

2.12) IK := IK + {Bob.Na,Bob.Nb,Bob.Actor}_pk(Bob.A);
2.13)

2.14) if (IK |- {Bob.Nb}_pk(Bob.Actor))
2.15) then

2.16) do nothing

2.17) else

2.18) end

Alice(Actor,B:agent){

 Na:=fresh();
 Actor->B:{Na.Actor}_pk(B);
 B->Actor:{Na.?Nb.B}_pk(Actor);
 Actor->B:{Nb}_pk(B);

}

Bob(Actor,A:agent){

 ?->Actor:{?Na.?A}_pk(Actor);
 Nb:=fresh();
 Actor->A:{Na.Nb.B}_pk(A);
 A->Actor:{Nb}_pk(Actor);

}
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Control Flow Graph - NSL

Combining sessions

Input variables Xi to switch
between sessions

1.1) Alice.Actor := a;

1.2) Alice.B := Y_1;

1.3) IK := {a,b,i,pk_a,pk_b,pk_i,pk_i^-1};
1.4)

1.5) Alice.Na := c_1;

1.6) IK := IK + {Alice.Na,Alice.Actor}_pk(Alice.B);
1.7)

1.8) if (IK |-

{Alice.Na,?Alice.Nb,Alice.B}_pk(Alice.Actor))
1.9) then

1.10) Alice.Nb = Y_2;

1.11) else

1.12) end

1.13)

1.14) IK := IK + {Alice.Nb}_pk(Alice.B);

1.1-3
2.1-2

[X
1
=2]

[X
i
 = k] 

stands for the 
Intruder's choice

if (Bob.A != i)

1.5-6

[X
1
=1]

l
9
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l
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l
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l
4

l
5

l
6

g
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l
11

l
12

l
1

1.8-14

2.4-12

2.4-12

[X
2
=1] [X

2
=2]

2.14-18 2.14-18

1.8-14

1.8-14

if (Bob.A != i)
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Verification Engine (VE)

∀X

X
1

…
 

X
n

Theories

SPiA

Z3
iZ3

Tools

Verdict

quantifier
elimination

DY

EUF
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...
}
entity B{
...
}

output

Java
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--SiL--

A A

G

Translator

ASLan++2Sil

VE

input
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IntraLA [McMillan, CAV2010]

Init {l0,s0}, A0, G0

q = (l1, s1) ∈ Q
e = (l1, a, l2) ∈ ∆

Decide Q, A, G
Q + (l2,s2), A, G

¬B(q, A(e))

s2 ∈ SI (a)(s1)
¬B((l2, s2), A(l2))

q = (l1, s1) ∈ Q

Learn Q, A, G
Q, A + e: φ, G

e = (l1, a, l2) ∈ ∆

B(q, φ)
J(e : φ, A)

q = (l, s) ∈ Q

Conjoin Q, A, G
Q − q, A + l : φ, G − l

¬B(q, A(l))

∀e ∈ Out(l), e : φe ∈ A ∧ B(q, φe )
φ = ∧{φe | e ∈ Out(l)}

Decide symbolically executes one program action

Learn used to generate annotations

Conjoin used to backtrack and merge annotations coming
from different branches
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SPiA execution

∀X

X
1

…
 

X
n

Theories

SPiA

Z3
iZ3

Tools

Verdict

quantifier
elimination

DY

EUF

ASLan++

entity A{
...
}
entity B{
...
}

output

Java
Java

--SiL--

A A

G

Translator

ASLan++2Sil

VE

input

A → B : {NA, A}pk(B)
B → A : {NA,NB , B}pk(A)
A → B : {NB}pk(B)

goal

init

Does 
this 
path
exist?

init

init

init goal

.

.

.

.

.

.

R1

R2

R3

Rn

iknows(secret)

Translator
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SPiA execution

∀X
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entity A{
...
}
entity B{
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output

Java
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--SiL--
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G

Translator

ASLan++2Sil

VE

input

A → B : {NA, A}pk(B)
B → A : {NA,NB , B}pk(A)
A → B : {NB}pk(B)

goal

init

Does 
this 
path
exist?

init

init

init goal

.

.

.

.

.

.

R1

R2

R3

Rn

iknows(secret)

Translator

state_A(VarsA)&
state_B(VarsB) 

state_A(VarsA)&
state_B(Vars3)&
iknows(secret) 

R
1

state_A(VarsA)&
state_B(Vars2)&
iknows({Na.Actor}pk(B)) 
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SPiA execution
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A → B : {NA, A}pk(B)
B → A : {NA,NB , B}pk(A)
A → B : {NB}pk(B)

goal
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Interpolants as annotations

Craig’s Interpolation

In FOL, if α ∧ β is inconsistent, then there exists ı̂ s.t.

α implies ı̂

ı̂ implies ¬β
L(̂ı) ∈ L(α) ∩ L(β)

n

goal

GRAPH

 exec1 → î 
 î → ¬ goal 
 

Execution 1
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Interpolants as annotations

Craig’s Interpolation

In FOL, if α ∧ β is inconsistent, then there exists ı̂ s.t.

α implies ı̂

ı̂ implies ¬β
L(̂ı) ∈ L(α) ∩ L(β)

n

goal

GRAPH

 exec1 → î 
 î → ¬ goal 
 

Exe
cu
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2Execution 1
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Interpolants as annotations

Craig’s Interpolation

In FOL, if α ∧ β is inconsistent, then there exists ı̂ s.t.

α implies ı̂

ı̂ implies ¬β
L(̂ı) ∈ L(α) ∩ L(β)

We can define α and β as follows:

α = PC
∧

v∈Var
v = Env(v)

β = Sem(a) ∧ ¬ann′
where:

PC is a conjunction of path constraints

Var is the set of program variables

Env is the environment

Sem(a) is the semantics (expressed as a
transition formula) of the last action a

ann is the current annotation of the node

n

goal

GRAPH

 exec1 → î 
 î → ¬ goal 
 

Exe
cu

tio
n 

2Execution 1

 exec2 ?→ î 
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Why interpolants?

new speed-up technique for security protocol verification

DY creates huge and interleaved (sessions) CFGs

“cheap” wrt verification technique

cheap interpolants

1 suppose a path . . . S
a−→ S ′

2 Decide: sat solving on “S ′ plus DY theory”
3 Learn:

α := S with DY
β := sem(a) and previous annotations with DY
sat check on α ∧ β (refutation by resolution steps)
interpolant in linear time from refutation (“An interpolating
theorem prover”, K.McMillan)
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NSL example
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if (Bob.A != i)
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NSL example

1.1-3
2.1-2

[X
1
=2]

[X
i
 = k] 

stands for the 
Intruder's choice

PC {Bob⊇ .A = i}
if(Bob.A != i)
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NSL example

Learn on (l6, g)

α⇒ ı̂⇒ ¬β
ı̂ = {Bob.A = i}

1.1-3
2.1-2

[X
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[X
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 = k] 

stands for the 
Intruder's choice

I={Bob.A = i}
if(Bob.A != i)
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NSL example

Learn on (l5, l6)

α⇒ ı̂⇒ ¬β
ı̂ = {Bob.A = i} ∨ CV

CV ∈ L(Var)
is a constraint

over Var s.t. CV entails

IK 6` {Bob.Nb}pk{Bob.Actor}

1.1-3
2.1-2

[X
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[X
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 = k] 

stands for the 
Intruder's choice

I={Bob.A = i}
if(Bob.A != i)
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NSL example

1.1-3
2.1-2

[X
1
=2]

[X
i
 = k] 

stands for the 
Intruder's choice

I={Bob.A = i}
if(Bob.A != i)
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if(Bob.A != i)

PC => I
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Verdict NSL
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Without Lowe’s fix we obtain a MITM attack:

a → i : {c1, a}pk(i)

i(a) → b : {c1, a}pk(b)

b → i(a) : {c1, c2}pk(i(a))

i → a : {c1, c2}pk(a)

a → i : {c2}pk(i)

i(a) → b : {c2}pk(b)

That is the usual MITM attack on NSPK protocol:

A → i : {NA,A}pk(i)

i(A) → B : {NA,A}pk(B)

B → i(A) : {NA,Nb}pk(A)

i → A : {NA,NB}pk(A)

A → i : {NB}pk(i)

i(A) → B : {NB}pk(B)

M.Rocchetto PhD Thesis Verona, May 8, 2015 29



Verdict NSPK

Without Lowe’s fix we obtain a MITM attack:

a → i : {c1, a}pk(i)

i(a) → b : {c1, a}pk(b)

b → i(a) : {c1, c2}pk(i(a))

i → a : {c1, c2}pk(a)

a → i : {c2}pk(i)

i(a) → b : {c2}pk(b)

That is the usual MITM attack on NSPK protocol:

A → i : {NA,A}pk(i)

i(A) → B : {NA,A}pk(B)

B → i(A) : {NA,Nb}pk(A)

i → A : {NA,NB}pk(A)

A → i : {NB}pk(i)

i(A) → B : {NB}pk(B)
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Experiments and results

Specification (sessions) Full-explore: Decide (time) SPiA: Decide+Learn (time) speedup (%) Result
ISO6 (ab,ab) 467* (278m12s) 311+274 (205m6s) 3(-26.28%) no attack found
NSL (ab,ab) 631 (173m7s) 257+234 (57m37s) 3(-66.71%) no attack found
NSL (ai,ab) 119 (1m49) 89+22 (1m30s) 3(-17.43%) no attack found
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Related work

Specification (sessions) SATMC (v.3.4) CL-AtSe (v.2.5-21) OFMC (v.2012c) Result
time transitions states time nodes time

ISO6 (ab,ab) 6.318s 452 236 0.034s 8432 3.804s no attack found
NSL (ab,ab) 14m28s 794 534 0.052s 3236 3.295s no attack found
NSL (ai,ab) 6m51s 93 69 0.015s 575 0.327s no attack found
NSPK (ab,ab) 14m10s 794 534 0.053s 8180 3.208s no attack found
NSPK (ai,ab) 1m56s 14 10 0.014s 96 0.134s attack found
Helsinki (ab,ab) 7.01s 794 534 0.061s 8180 3.795s no attack found
Helsinki (ai,ab) 50.8s 14 10 0.017s 96 0.121s attack found

Specification (sessions) Full-explore: Decide (time) SPiA: Decide+Learn (time) speedup (%) Result
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Related work

Other techniques

Partial Order Reduction (POR)

Constraint Differentiation (CDiff)

Other tools

IntraLA, IMPACT II, for C source code (drivers) - different
goals, no DY

OFMC, CL-AtSe, SATMC - POR, CDiff, rules rewriting

MaudeNPA - super lazy intruder, POR
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Outline

1 Introduction

2 Design time security verification
History
Security Protocol interpolation Method (SPiM)
Example
The SPiM tool

3 Runtime security verification
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The idea behind this work

Initial intuitions

1 we can use the “design-approach” for web applications

2 there is no need of DY crypto rule to validate web
applications wrt XSS

Experiments:

37 specifications, SATMC with(out) crypto rules

The crypto rule of DY is not used to detect XSS in WebGoat
specs as reported in a SPaCIoS deliv

then maybe it is not the right way to validate webapps

How can we model a webapp?

message exchange

intruder rules

goals (e.g. XSS, CSRF . . . )
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CSRF MSC

User Server

authentication

cookie exchange

Cookie.Request

Intruder

email(Request')

Cookie.Request'

if(check(Cookie))
 commit(Request')
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CSRF Protection

User Server

authentication

cookie exchange

Cookie.Request

Intruder

email(Request')

Cookie.Request'
Request'

secret secret

secret

(pseudo-random token)

if(check(Cookie))
 commit(Request)

Request

M.Rocchetto PhD Thesis Verona, May 8, 2015 37



CSRF - User as an Oracle for the Intruder

User Server

authentication

cookie exchange

Cookie.Request

Intruder

email(Request')

Cookie.Request'

Request'

secret secret

secret

(pseudo-random token)

if(check(Cookie))
 commit(Request)
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CSRF in words

CSRF - OWASP definition

CSRF is an attack which forces an end user to execute unwanted
actions on a web application in which he/she is currently
authenticated. With a little help of social engineering (like sending
a link via email/chat), an attacker may force the users of a web
application to execute actions of the attacker’s choosing

intruder doesn’t see the communication client↔server

client acts as an oracle for the intruder

no crypto rule of DY is needed to detect CSRF but it can be
used to find flaws in the logic of the application (and bypass
CSRF protections)

Adam Doupé, Marco Cova and Giovanni Vigna - “Why
Johnny Can’t Pentest: An Analysis of Black-box Web
Vulnerability Scanners”
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The model

Web application spec

The user acts as an Oracle for the intruder then we model the
Oracle and the Server

Intruder

The crypto part could be ignored for the CSRF but it can be used
to find flaws in the logic of the application (and bypass CSRF
protections)

Goal

We check if there’s a way to let the intruder ask for a resource of
the web server
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Oracle model

Example

Suppose we have an authentication procedure that produce a
cookie that the system will use to check requests (e.g. Kerberos,
WebAuth)

?->Actor: ?Req;
Actor ->* Server: Actor.Cookie.Req;

ASLan++

?, save messages / don’t care

Actor, like this in Java
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Server model

while(true){

select{
 on(? ->* Actor: ?User.?Cookie.?Req):{ 
  if(cookies(Actor)->contains((User,Cookie))){
    commit(Req);
  }
 }
}

}
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Goal model

csrf_goal: [](!commit(intruderRequest));
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Case studies

WebGoat - straightforward attacks

eHealth - no protection against CSRF

DocumentRepository - SSL + CSRF Token (safe)

WebAuth - authentication and CSRF

Unicredit bank - unsafe

Marco Rocchetto, Mart́ın Ochoa and Mohammad Torabi Dashti.
“Model-Based Detection of CSRF.” ICT Systems Security and
Privacy Protection (2014)
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Related work

Devdatta Akhawe, Adam Barth, Peifung E. Lam, John
Mitchell, Dawn Song - “Towards a Formal Foundation of Web
Security”

Matthias Buchler, Johan Oudinet, Alexander Pretschner -
“SPaCiTE — Web Application Test Engine ”
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Unicredit bank
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Concluding remarks (Contributions)

Design time verification of security protocols:

showed how to use IntraLA in the verification of security
protocols

showed that “interpolants as annotations” can concretely
speed-up the verification of security protocols

SPiM

Runtime verification of web applications:

defined how to model a web app to search for CSRF

noticed that the DY intruder on his crypt side is not used for
CSRF but possibly to bypass CSRF protection

CSRF on major EU bank
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Concluding remarks (Future directions)

Design time verification of security protocols:

More complex protocols and goals (LTL)

Test case generation and integration in testing phase

POR + symbolic execution (+ interpolation?)

CDiff + symbolic execution (+ interpolation?)

Runtime verification of web applications:

extend to other attacks, e.g., XSS, SQL Injections

study how to use connection between attacks
(ChainedAttacks - SPaCIoS extension)
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Thank you
Any questions?
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